
Guidelines 

Legacy-Voice has been created to help the people we leave behind. 

We should continue to care even after we have passed, and it is important to communicate this. 

There is significant value in the storage of your personal documents, however, the emotional support your messages 

leave is immeasurable. 

Storing your personal documents online also has a daily practical purpose. When you start searching for a document it 

can take time and effort which is frustrating. Finding all your private documents online is so much safer and easy to 

access. Think of it as your personal storage vault and you should keep all your material documents in your vault.  

 

Why should you leave a farewell message? 

If you have lost anyone in your lifetime then you will know the angst and stress that is left behind. 

Leaving a simple message alleviates this stress for the people you leave behind. 

More importantly is the fact that they will have access to all the necessary information and documents that they need. 

These include: 

• Copy of your will. 

• Confidential information such as passwords for your computer and banks. 

• Copy of your identity documents, drivers license, social security, national insurance. 

• Copies of any policies that will be paid out to your loved ones. 

• Copy of ownership of your assets, car, house etc. 

• Receipts for any major assets. 

• Farewell letter. 

Please note that there is a limit of 5 documents per product, if you need more then it would make sense to scan multiple 

documents into one PDF. 

 

Security 

Network security includes DDis mitigation, VLAN reverse path forwarding protection and Juniper firewall rules at the 

network edge and core (hacking and abusive IP addresses). Servers under surveillance with fire prevention. 

Please scroll down for a detailed review of the security provided by Xneelo. 

 

Who can view your data? 

Your data is secure and no one from Legacy-Voice will ever have access to any information. 

The storage provider also has strict controls to ensure your data is not accessible to any of their staff. 

 

 



Payments 

Due to the small value of an annual subscription, we do not allow monthly payments as this would increase the bank 

charges and the price of the product. 

Legacy-Voice only offers subscriptions for one year at a time as we strongly recommend that you change your video and 

details on at least an annual basis. 

You will therefor need to renew your subscription on an annual basis. 

Legacy voice will retain your information for 2 weeks after the end of your subscription, so it is important to renew at 

the correct time. Legacy-Voice will communicate 2 months in advance of the end of your subscription to provide ample 

time to renew. 

 

Making your video 

You can record your video directly on the website or download a file from your computer. 

If you record a video on your phone, then you need to save it on your computer and download it onto the website. 

 

Postcards 

Postcards can be prepared if you are leaving several people behind, and you want them to all get a message. Maybe one 

per child. 

Future dated post cards can also be prepared. This could include a message to be delivered to your child when they turn 

21 years old as an example. 

Please ensure the instructions are clear with accurate dates. 

Postcards are unlimited in size. 

Postcards will be emailed to your selected contact. 

Should the email not be delivered then we will contact the individual by other means and ensure it is delivered. 

 

Cancellations 

You can cancel at any time by selecting the “cancel” tab in the “Contact us” section for the website. 

Legacy-Voice will refund you for the period remaining in that specific year. 

Please note the refund will exclude the bank charges of performing this refund, so the bank charges will be deducted off 

any refunds made. 

Legacy-Voice will make refunds within five working days. 

 

 

 

 



Physical security provided by Xneelo 
 
Location 
 
Xneelo houses servers in data centers across three locations in 2 countries. 
 
A geotechnical audit has been done to ensure ground stability. 
 
Surveillance 
 
The data center uses 45 internal and external surveillance cameras, as well as 10 perimeter cameras, which are 
strategically placed and monitored around the clock to ensure that all servers remain off-limits to anyone without 
security clearance. High-voltage security fences and a 24/7 security presence help to deter any opportunistic 
crimes. 
 
Access control 
 
Customers, employees and contractors have varying levels of authorized access to different areas of our facility, 
controlled by high-tech biometric scanning systems, with 20 devices and pin-coded keypads. 
 
Colocation customers have 24/7 unattended access to their POD and a unique pin to each of their racks. 
 
Fire prevention 
 
The facility is custom designed for low fire risk, with a Very Early Smoke Detection Apparatus (VESDA) installed to 
trigger alarms at even the slightest hint of smoke particles. 
 
There are no flammable materials present in the ‘white space’ in the Data Centre and all cabling is fire-retardant. 
 
Power outages 
 
An 11kV power supply from the municipal power utility energizes a fault-tolerant, medium-voltage ring that powers 
two separate low-voltage 2MVA energy centers. These A- and B feeds power mission-critical infrastructure such as 
IT load, air conditioning, security systems and emergency lighting. They provide seamless electrical failover with 
their own emergency backup power systems in the event of a power failure. 
 
We have on-site fuel storage sufficient to run our generators for 7 days’ continuously. Our UPSs provide always-on 
power, with battery standby time of 30 minutes. 
 
Connectivity 
The Xneelo network is multi-homed with multiple uplinks per data center via at least two Tier 1 upstream providers 
and peering partners. Should a network failure occur, traffic is automatically rerouted via alternate uplinks, 
significantly increasing our network resilience. 
 
Connectivity is provided through diverse, redundant fibre routes connecting the facility to a 10Gbps fibre ring. 
 
Network security 
 
Network level security consists of three main components: 
 
1. DDoS mitigation 
2. VLAN reverse path forwarding protection 
3. Juniper firewall rules at the network edge and core 
 
 
 
 
 
 



DDoS mitigation 
 
A DDoS detection and mitigation system are deployed. DDoS attack traffic is diverted to a filter/scrubbing server that 
can distinguish between valid and malicious traffic. Malicious traffic is scrubbed off while valid traffic is re-injected 
into the network. The victim IP is not affected during the DDoS attack. DDoS detection and mitigation are fully 
automated and traffic diversion occurs automatically. 
 
Small DDoS attacks are scrubbed locally in the datacenter by the mitigation system. For larger attacks, traffic is 
diverted to an international DDoS mitigation provider which then sends the clear traffic on to South Africa. 
 
VLAN Reverse path forwarding protection 
 
Reverse path forwarding protection is enabled for all VLANs in our data centers. This policy ensures that only the 
subnets allocated to a VLAN can generate traffic for that VLAN. This helps to mitigate two kinds of malicious traffic: 
 
-Source-spoofed traffic where a host is sending out traffic for subnets that do not belong to the VLAN. 
-Inter-VLAN subnet spoofing, where a host in one VLAN uses IP addresses from another VLAN using source-
spoofing. 
 
Juniper firewall rules 
 
Firewall rules on the data center network edge and at the core are used to protect the network in a number of ways: 
 
-Rate-limiting of certain protocols to protect the network infrastructure. 
-Blocking of certain protocols and destination IP addresses to protect Xneelo operational systems. 
-Restricting access to certain hosts and protocols to defined lists of source addresses. 
-Blocking of abusive IP addresses and hosts. 
 
Monitoring 
 
All servers managed by Xneelo are monitored 24/7 for all critical services and hardware health. Our reactive system 
administrators react to monitoring alerts as they are identified and escalate issues to data center staff or platform 
engineers. 
 
Platform security 
 
Servers 
 
All servers used to provide our managed hosting service, both for shared web hosting and dedicated managed 
servers are physical servers exclusively provisioned and managed by Xneelo. 
 
Our Self-managed servers are provisioned by Xneelo, while the software is maintained by the customer. 
 
Servers are designed to provide redundancy and reliability, including multi-core, multi-CPU systems, ECC (Error-
Correcting Code) memory modules to detect and correct data corruption in real time and enterprise grade storage 
that includes hard disk and solid state drives. 
 
All data is stored on dedicated, robust RAID storage arrays providing data redundancy and integrity. 
 
Additionally, our TruServ Commerce range of Self-Managed servers include a Battery Backup Unit (BBU) which 
protects and maintains the data on RAID cards. 
 
Security response policy 
 
All relevant security advisories are evaluated weekly. We make use of Debian Linux and trust their security 
response (https://www.debian.org/security/) to all CVEs (https://cve.mitre.org). 
 
Note: Debian is a slow moving distribution, which means that versioning misinterpretation regarding security 
vulnerabilities may occur when looking at the output of a typical automated security scan. Debian do not upgrade 

https://www.debian.org/security/
https://cve.mitre.org/


major versions for any releases once they move into the stable release phase, but they do apply security patches. 
Therefore, it may appear that the old stable release of Debian is running an insecure version of certain software 
packages e.g., OpenSSL (1.0.1t-1). However, once the Debian patch version is applied (1.0.1t-1+deb7u3), the 
vulnerability is addressed. This indicates the Debian maintainer’s ongoing commitment to patching security related 
issues on all supported versions of Debian. 
 
We are committed to updating all software to the latest stable versions within 7 days of their release, and within 24 
hours for critical software updates. 
 
Remote access 
 
Access to managed servers is limited by means of Linux firewall software. All managed servers make use of the 
same incoming firewall rules and we do not allow any deviation from the standard rulesets 
 
Backups 
 
All Xneelo Managed Servers (i.e., Web hosting and Managed Servers) are automatically backed up in the early 
hours of the morning. The backup includes all critical data required for disaster recovery. 
 
Backups are made of the user’s home directory as well as databases. The user’s home directory will include site 
content, web logs and any mail that was on the server at the time that backup was completed. 
 
Customers can restore up to the previous 2 weeks of backup data via the Xneelo Control Panel. Please note that 
Xneelo does not guarantee backups. If you have critical data which you cannot afford to lose in the event of a 
disaster, keep a copy of your data locally (or at an alternate location) as well. 
 
Logs (such as FTP, web server and mail logs) are normally kept for 60 days. 
 
Due to the large scale of our Web hosting and Managed server hosting environment, our backup and restore 
process is effectively tested on a daily basis. 
 
Software development 
 
Stack: We have a strong focus on open-source technologies and mainly use PHP and Ruby as our backend 
languages. Our frontend stack consists of HTML/HTML5, CSS/CSS3 and various JavaScript frameworks. We use 
varying database technologies including MySQL, MariaDB and Postgres. 
 
Coding Practices: We follow an Agile development methodology and use best practices and industry-standard 
secure coding guidelines to ensure security is always top of mind. External penetration testing providers are used to 
validate that we are secure. 
 
Anti virus 
 
All servers (which are Linux based) run Clam anti-virus which is updated as new virus definitions are released. 
Servers are scanned daily. 
 
User passwords 
 
All customer passwords are stored in a one-way encrypted format. Xneelo is not able to retrieve any passwords. 
Due to the broad technology implementation across our hosting software and platform, we employ a number of 
different password hashing algorithms e.g., bcrypt, sha-512. We implement industry standard practices for mitigating 
various password cracking methods e.g.: 
 
Password salts to mitigate rainbow attacks 
Multiple password hashing rounds (key stretching) to massively draw out brute force attacks 
 
 
 
 



Mail security 
 
SSL is used for POP, IMAP and SMTP protocols for email, resulting in data encryption between our server and 
customers’ mail programs. 
 
The use of strong passwords is enforced when creating or editing mailboxes via the mail admin tool. 
 
The following measures are used to mitigate spam and malware: 
 
-Anti-virus and anti-spam scanning occurs on all inbound and outbound email. 
-Common malicious file extensions are blocked for both inbound and outbound email. 
-Known malicious IP addresses are blocked by our firewall for incoming email. 
 
Data protection 
 
Data Processing Agreement 
 
This Data Processing Agreement (the “DPA”) forms part of Xneelo’s Terms of Service (the “Principal Agreement”) 
and is incorporated into the Principal Agreement by reference. Xneelo reserves the right to make changes to the 
respective Agreements at any time without notice. Any updated versions of the aforesaid Agreements will be posted 
on our website. 
 
1. Introduction 
 
This DPA applies when you sign up for our services, and Xneelo acts as the Processor of your Personal Data I 
Information. When we provide these services to you, you are the Controller I Responsible Party of the Personal 
Data I Information that we Process because you decide why and how we Process that Personal Data I Information. 
 
2. Definitions and Interpretations 
 
2.1. The defined terms in this DPA supplement the terms of the Principal Agreement. Terms not defined herein will 
have the meaning as set forth in the Principal Agreement. If there is a conflict between any of the Principal 
Agreement’s provisions and this DPA’s provisions, the provisions of the DPA will prevail. 
 
“Controller I Responsible Party” means the person who decides why and how Personal Data I Information will be 
processed. This would be you, our customer.  
 
“Data Protection Law” means any and all data protection laws and regulations that apply to Xneelo’s Processing 
of Personal Data I Information under the DPA including, the GDPR, the Protection of Personal Information Act 4 of 
2013, ePrivacy laws and, to the extent applicable, the data protection or privacy laws of any other country; 
 
“Data Subject” means the person whose data is processed, which are your customers or site visitors. 
 
“GDPR” means the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on 
the protection of natural persons with regard to the processing of Personal Data I Information and on the free 
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation). 
 
“Personal Data I Information” means any data or information that relates to an individual who can be directly or 
indirectly identified.  For example, names and email addresses are Personal Data I Information. Location 
information, ethnicity, gender, biometric data, religious beliefs, web cookies, and political opinions can also be 
Personal Data I Information. 
 
“Personal Data Breach” any unauthorized or otherwise unlawful Personal Data I Information processing. 
 
“Process I Am processing” means any action performed on data, whether automated or manual. This would 
include collecting, recording, organizing, structuring, storing, using, or erasing. Thus, basically doing anything with 
data. 
 
“Processor I Operator” means Xneelo, a third party that processes personal Data I Information on behalf of a data 



controller I Responsible Party . 
 
“Standard Contractual Clauses” means the standard contractual clauses annexed to the EU Clauses/SCCs” 
Commission Decision 2010/87/EU of 5 February 2010 for the transfer of Personal Data I Information to processors I 
operator established in third countries. 
 
“Subprocessor I Subopreator” means any person appointed by or on behalf of the Processor I Operator to 
process Personal Data I Information on behalf of Xneelo in connection with the Agreement. 
 
3. Agreement Subject Matter 
 
3.1. Application. The DPA applies when Xneelo Processes your Personal Data I Information subject to the 
applicable Data Protection Law. 
 
3.2. Acceptance. By using our products and services you are deemed to have read, understood, accepted, and 
agreed to be bound by all of the terms of the respective Agreements. 
 
3.3. Duration. Xneelo will Process Personal Data I Information until the Principal Agreement expires or terminates, 
unless otherwise agreed in writing, subject to clause 4.1.5 below. 
 
3.4. Limitations. DPA does not apply where Xneelo Processes data on either Controller I Responsible Party or 
Data Subject’s behalf in terms of any activity not set out in the Principal Agreement. 
 
3.5. Details of Processing. The following details related to the Processing is described in the Principal Agreement 
and our Privacy Policy, which are incorporated into this DPA by reference: 
 
3.5.1. the Processing’s subject-matter; 
 
3.5.2. the Processing’s nature; 
 
3.5.3. the Processing’s purpose; 
 
3.5.4. the Personal Data I Information type; 
 
3.5.5. the Data Subject categories; and 
 
3.5.6. the Controller’s rights. 
 
4. Data Processing and Protection 
 
4.1. Processor’s Obligations 
 
4.1.1. Processing of Data 
 
- Xneelo will comply with the applicable Data Protection Law when Processing Personal Data, Information and will 
only Process Personal Data I Information on Controller I Responsible Party’s documented instructions. 
- Controller I Responsible Party instructs Xneelo to Process Personal Data I Information to provide the Services and 
related technical support in terms of the Principal Agreement. 
 
4.1.2. Data Transfer 
 
- Xneelo may only transfer Personal Data I Information to a third country or international organization on Controller I 
Responsible Party’s documented instructions, unless required to do so by applicable law. 
- Xneelo must advise Controller I Responsible Party about the legal requirement before Processing the Personal 
Data I Information, unless the law prohibits them from doing so in the public interest. The Parties agree that the DPA 
and Principal Agreement constitute Controller I Responsible Party’s documented instructions for Processing 
Personal Data I Information. 
 
 



4.1.3. Processors I Operator Personnel  
 
-Xneelo will take reasonable steps to ensure that persons authorized by Xneelo to Process any Personal Data I 
Information are subject to appropriate confidentiality obligations. 
-Xneelo imposes appropriate contractual obligations upon its personnel, including relevant obligations regarding 
confidentiality, data protection and data security. For more information, please see our Privacy Policy. 
 
4.1.4. Security Measures  
 
Data Security 
 
Xneelo will implement appropriate technical and organizational security measures to ensure a level of security 
appropriate to the risk, including, the measures referred to in Data Protection Law, and the measures referred to in 
Xneelo’s Security Statement. 
 
In assessing the appropriate level of security, Xneelo will pay special attention to accidental or unlawful destruction, 
loss, alteration, unauthorized disclosure of, or access to Personal Data I Information transmitted, stored, or 
otherwise processed. 
 
Audits 
 
Xneelo will cooperate and provide reasonable assistance for audits (including inspections) by the Controller I 
Responsible Party or another auditor that they mandate. Controller I Responsible Party must provide Xneelo with at 
least 30 (thirty) business days prior written notice of Controller I Responsible Party’s intention to audit. 
 
Access to information 
 
Xneelo will cooperate and provide reasonable assistance for audits (including inspections) by the Controller I 
Responsible Party or another auditor that they mandate. Controller I Responsible Party must provide Xneelo with at 
least 30 (thirty) business days prior written notice of Controller I Responsible Party’s intention to audit.  
 
Personal Data I Information Breach 
 
Xneelo will notify the Controller Responsible Party without undue delay after becoming aware of a Personal Data I 
Information Breach.  
 
 
Assistance to Controller 
 
Any Personal Data I Information Breach notification Xneelo makes to assist Controller I Responsible Party 
will include information Xneelo is reasonably able to disclose, taking into account: 
 
- the technical and organizational measures Controller Responsible Party requires to fulfil its obligation to respond to 
requests by Data Subjects, and 
- the nature of Processing, the information available to Xneelo, and any restrictions on disclosing the information, 
such as confidentiality. 
 
4.1.5. Return or Deletion of Personal Data I Information 
 
- Any time upon notification by Controller I Responsible Party, Xneelo will, and will cause its Sub processors I Sub 
operator to securely delete all Personal Data I Information (including all copies) to the extent permitted by applicable 
law.  
- Xneelo agrees to preserve the confidentiality of any Personal Data I Information retained by us in accordance with 
applicable law. Any active Processing of such Personal Data I Information after the Data Processing services are 
terminated will be limited to the extent necessary to comply with applicable law. Xneelo will ensure that the post-
termination obligations in this section are also required of Subprocessors I Suboperator. 
 
 



4.1.6. Subprocessing  
 
Restriction 
 
Xneelo will not appoint or assign any of its obligations to any Subprocessor I Suboperator without Controller I 
Responsible Party’s prior specific authorization or general written authorization (provided that Xneelo informs 
Controller I Responsible Party of any intended changes to Subprocessors I Suboperator and gives Controller I 
Responsible Party an opportunity to object to such changes). 
 
4.1.7. Authorized Subprocessors I Suboperator 
 
-Controller I Responsible Party authorizes Xneelo to engage the following categories of Subprocessors I 
Suboperators that are mostly located in the European Union, for the Data Processing activities related to the 
services described in the Principal Agreement and our Privacy Policy: 
 
- Registrars for domain names, 
- CRM for emails and calls, 
- Hosting services, or 
- any other services necessary to provide services to you. 
 
4.1.8. Specific obligations 
 
Xneelo will ensure that its Subprocessors I Suboperator are bound by data protection obligations compatible with 
our obligations as a Processor I Operator under this DPA. 
 
4.2. Controller I Responsible Party’s Obligations 
 
4.2.1. Warranties. Controller I Responsible Party warrants that it has all necessary rights to provide the Personal 
Data I Information to Xneelo. 
 
4.2.2. Responsibilities. Controller I Responsible Party must make sure that certain designated personnel within 
their organization: 
 
- provide all necessary privacy notices to Data Subjects; 
- obtain any necessary Data Subject consent to the Processing; 
- maintain a record of such consent; and  
- Communicate to Processor I Operator that a Data Subject has revoked consent, where a Data Subject does so;  
to the extent that applicable Data Protection Law requires. 
 
5. Processing of Personal Data I Information outside of the European Economic Area (the “EEA”)  
 
5.1. Standard Contractual Clauses 
 
5.1.1. When does it apply? 
 
The Standard Contract Clauses apply to any Processing where the parties: 
 
- directly (or via onward transfer) transfer Personal Data Information outside of the EEA or otherwise to an 
undesignated territory; or 
- Processes Personal Data I Information originating in the EEA outside of it or in an undesignated territory (a territory 
that has not been designated by the European Commission to ensure adequate levels of protection for Personal 
Data I Information). 
 
5.1.2. When does it not apply? 
 
-Personal Data I Information that the Parties otherwise transfer or Process; or 
-Where Parties have adopted binding corporate rules or a similar mechanism or alternate recognized compliance 
standard for the   lawful transfer of Personal Data I Information outside the EEA. 



 
5.1.3. Adequate protection  
 
The Parties will assess whether the following requirements are met: 
 
-the level of protection of the third country meets the level required by the applicable Data Protection Law, and  
-the laws of the third country enable the Processor I Operator to comply with the SCCs.  
 
Supplementary measures may be taken to ensure a level of protection equivalent to the protection provided under 
the applicable data protection law if the requirements in this clause are not met. The Parties will implement the 
guidance from the relevant supervisory authority to determine the supplementary measures they must put in place. 
 
6. General Terms 
 
6.1. Confidentiality 
 
Xneelo will keep all Personal Data I Information confidential and will not disclose it to any third party except as is 
required by law. 
 
6.2. Notices 
 
All notices and communications given under this Agreement must be in writing and will be sent via email. Controller I 
Responsible Party will be notified via email sent to the address related to its use of the Services under the Principal 
Agreement. Xneelo will be notified via email, sent to the address: legal@xneelo.com. 
 
6.3. Liability and indemnity 
 
Each Party indemnifies the other and holds them harmless against all claims, actions, third party claims, losses, 
damages, and expenses that the other party incurs arising out of a breach of this DPA or Applicable Data Protection 
law by the indemnifying party, provided that: 
 
6.3.1. each Party provides the other with a notice of the claim promptly after receiving it; 
 
6.3.2. the indemnified Party gives the indemnifying Party the right to control the defence; 
 
6.3.3. the indemnified Party will provide the indemnifying Party with reasonable assistance as necessary; 
and 
 
6.3.4. the indemnified Party will avoid admission of liability. 
  
Other 
 
Incident response 
 
We have good incident response plans, procedures and practices in place that mean we respond to incidents or 
data breaches quickly and effectively. 
 
Trust and Safety team 
 
Our dedicated team of Trust and Safety consultants monitor the hosting platform for any form of abuse such as 
compromised websites and mailboxes, network abuse and phishing attacks and take swift remedial steps. They also 
contribute towards adapting our systems to current trends in spam to ensure that our spam filtering service is 
effective. 
 
Accreditation 
 
Xneelo has not undertaken the SOC 2 or ISO 27001 accreditation, though we fully support the Trust Service 
Principles (TSP) of security, availability, processing integrity, confidentiality, and privacy. We commit to security best 
business practices and continuous improvement. 
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Customer responsibilities 
 
While we care for the hosting infrastructure including the network and servers, it is our customers responsibility to 
keep their data and hosting account secure. 
 
-Use secure passwords and store them safely 
-Ensure sufficient security for your web applications 
-Ensure that CMS’ and plugins are always kept up-to-date 
-We remain committed to providing a reliable hosting service to businesses that are serious about uptime, 24/7 
technical support, and are looking to benefit from evolving technologies. 
  
 

 

 
 


